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Bridge 104.111.222.149:9001 

Bridge 212.41.204.167:9001 

Control Port 9051 

DataDi rectory . \Data\Tor 

GeoIPFi 1 e . \Data\Tor\geoi p 

=20029560BD88D94F942FFFED0lF9632687352E6E665B348D 

Log notice stdout 
SocksLi stenAddress 127.0.0.1 
UpdateBridgesFromAuthority 1 

UseBridges 1 



r} 



> 



jixuJl li& < 8ih t l ajlj 



■*s 



UpdateBridgesFromAuthority 



um jj^i\ j us 



± 



Bridge 232.143.127.43:8080 

Bridge 104.111.222.149:9001 

Bridge 212.41.204.167:9001 

Control Port 9051 
DataDi rectory .\Data\Tor 
GeoIPFi 1 e . \Data\Tor\geoi p 
)94F942FFFED0lF9632687352E6E665B348D 

Log notice stdout 

Snrk<;l i <;-|-pnAHHrp^^ 177.0.0.1 



UpdateBridgesFromAuthority 1 

UseBridges 1 
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AvoidDi skwrites 1 

Bridge 232.143.127.43:8080 

Bridge 104.111.222.149:9001 

Bridge 212.41.204.167:9001 

Control Port 9051 
DataDi rectory . \Data\Tor 
GeoIPFi 1 e . \Data\Tor\geoi p 
)94f942FFFED01f9632687352e6e665b348D 

Log notice stdout 
SocksLi stenAddress 127.0.0.1 



UDdateBridaesFromAuthorit 



i* 1 ^ 







UseBridges 1 



.Click this bar to view the small image /j\ 



- 



Bridge 104.111.222.149:9001 
Bridge 212.41.204.167:9001 

Control Port 9051 
DataDi rectory . \Data\Tor 
GeoIPFi 1 e . \Data\Tor\geoi p 
=20029560BD88d94f942FFFED01f9632687352e6e665b348D 

Log notice stdout 
SocksLi stenAddress 127.0.0.1 

UseBridges 1 



{Excl udeNodes {IL} , {DE 

{ExcludeExitNodes {US 

Ci rcui tBui 1 dTi meout 120 



'■< 



jIoujVI a JA Ailuab AjlJ 



:** 



ExcludeNodes {IL},{DE} 
ExcludeExitNodes {US} 
CircuitBuildTimeout 120 



Um jj^1\ J US 



.Click this bar to view the small image . i 



AvoidDi skwrites 1 

Bridge 232.143.127.43:8080 

Bridge 104.111.222.149:9001 

Bridge 212.41.204.167:9001 

Control Port 9051 
DataDi rectory . \Data\Tor 
GeoIPFi 1 









=20029560BD88D94F942FFFED0lF963 

SocksLi ste 




^"Ivgeoi p 
5B348D 
stdout 
.0.0.1 



U nicode f£*J jj* i jL^IiJ 
< Unicode f^*j jj* gljjj 



Jges 1 



.This image has been resized. Click this bar to view the full image. The original image is sized 800x524 i 
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■ 



AvoidDi skWrites 1 

Bridge 232.143.127.43:8080 

Bridge 104.111.222.149:9001 

Bridge 212.41.204.167:9001 

Control Port 9051 
DataDi rectory . \Data\Tor 
GeoIPFi 1 e . \Data\Tor\geoi p 
=20029560bd88d94f942FFFED01f9632687352e6e665b348d 

Log notice stdout 
SocksLi stenAddress 127.0.0.1 

UseBridges 1 



{ExcludeNodes {IL} , {DE 

{ExcludeExitNodes {US 

Ci rcui tBui 1 dTi meout 120 



'£L±ul\ iaiaJ p l^f) ^ j 



.Click this bar to view the small image i 



&j£Le\\ - torrc E 



1 ^jt iM^^"" XJ*"' 



- 



Ctrl+N 
Ctrl+0 



■ ^ 



Jfth.^Lliis. 



.kJLsJI J|J£ : J 

Ctrl+P ...«-Lb 



^ 



v 



Avoi dDi s 

Bridge 232.143.12 

Bridge 104.111.222 

Bridge 212.41.204 

Control Port ytJ!>l 
DataDi rectory . \Data\Tor 
GeoIPFi 1 e . \Data\Tor\geoi p 
=20029560BD88D94F942FFFED0lF9632687352E6E665B348D 

Log notice stdout 
SocksLi stenAddress 127.0.0.1 

UseBridges 1 



{Excl udeNodes {IL} , {DE 

{ExcludeExitNodes {US 

Ci rcui tBui 1 dTi meout 120f 



~m\ 



VJ 



^ #2 



2,591 : olSjLioJI 



AlazZU 



\4 setting jj o**i fh v £& au 



torrc J cilu ^^ Jj 



?l$i£ jjjJI ik- jluu» <> 4ial£ 4JjJ ufli* £laj JA :<j- 

torrc cila yi jjSJI 14* u^j ui l$j jjSJi >«j v Ap^ </<»f^ cfe^ ^j- 5 ^^ ^ J J j* ^-^ <f*^ '*& 



ExcludeNodes {IL} 



JjSH ^wfljfl Al^alili 4aj Uj-aj ' fliuaj UJUll Jla ^jli 4jjJ ufli* CiJji I JJj 



:^ 



OJo-la cLcLuj JlLo 
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ExcludeNodes {IL},{DE} 



. Jj^l >J 0* V^J 4i*** SjSc- ^1 £^aj dliAi jj 



:** 



http://www.greenbuilder.com/general/countries.html 






:^ 



ExcludeExitNodes {US} 



:Jj* 



JjLJI JjSJI ^ US 4jjj ^ ^ jiVl JjJ» ^U^J d^jj 

ExcludeExitNodes j ExcludeNodes o^> jj£Jl u ;qm 
,^jji ji ixu,j J h\±t &c> oasi f ij« ifis jjiii .&& jiuw <> ^jj ljIvj ExcludeNodes :^ 

.jaifl jjjii ^jjaJi 4fc jiuw <> Aiji tilvj ^i ExcludeExitNodesU 

tOrrC UU ^ Jj£H 14b £-ua Vj l^afl jjSfl j-w duau £bUl 4jjJ £-^j !>lla CJjj Ijlfl t^u : £ 



EntryNodes {JP} 






:^ 



StrictEntryNodes 1 
EntryNodes {JP} 






:** 



ExitNodes {RU} 



jjSlj £^aj lu-jj <> UjU £jjUl ^ jj^l jU^Vj 



tOrrC (JIa iaiau AIjIuJI j|j&| <> .Jj* ^i £-^j J*jj 

torrc - Notepad 
| File Edit Format View Help 



:Jj* 




New Ctrl+N 

! 



Open. 



Ctrl+O 



Save 



Ctrl+S 



Save As... 

Page Setup... 

Print., Ctrl-HP 

Exit 



iss 127.0.0.1 
mAuthority C 



ExcludeExitNodes {US},{IL},{E 



rrr 



■& 



StrictExitNodes 1 
ExitNodes {RU} 



^^uW jU^v start tor £ stop tor jj&\ ^ k^j\ ^> lak^ £ 
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Status 



Connected tD the Tor network! 



Vidalia Shortcuts 




>o> 







■ Stop Tor 



View the Network 



Setup Relaying 



X 



Use a New Identity 



S. Bandwidth Graph O Help M About 

= Message Log vf* Settings K^ Exit 



H Show this window on startup 



Hide 






j Vidalia Control Panel 



a "H "■£3- 






Status 



Vidalia Shortcuts . 




* 

>3 



Tor is not running 




Start Tor 



View the Network 



Setup Relaying 



JL 



Use a New Identity 



BE. Bandwidth Graph ft Help ^ About 

lf|J Message Log J^ Settings Kj Exit 



I] Show this window on startup 



Hide 



.^.bj jfc- l$ij* j^-uu ^i torrc ud* jiT ^ AijLJt .^vi ^j J^ :l4ia^u 



^.llull «i^aj] qj&&j jAll\ Jj^aj ; Ajujjli 4Jaja1| 



jiuLaJl ^ajljH jjc- VI l$-%> (j£i* (g\ ^^ii V 



o^jjjliil ^j 4j1$*J1 dlS*&U SjLi^l k>t jj Ail±\ 



^L-iVI £>*^ Aiu^ jLi^l LjIjII 



https://www.shamikhl.info/vb 



https://180.235.150.135/-shamikh/vb 



A^uilL 4^aLU LJll^j^l ^iU j 



.Click this bar to view the small image ( i 








| >juii jjuji luijJi j*iuji iuijii 


jLUi ^ajii Juijii ijA>ii ^ijii 


<&l bb jpi fSLui'sfl £>ui 4iiJi iuljj | 



^CLutft f t^lS 4*^ jiA^t lajljl) 



https://www.alfidaa.org/vb 



https://www.alfidaa.biz/vb/ 
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/https://112.137.166.232/~fa/vb 



A^iL 4-^aUJi cjILiaj^i ^y j 



rjjUl Jj>< in 




uljisj 






Jbii" 



PLljSLu^I f liaJI ^JjJbjIjj 



1 jLiusiajlj 
/https://112.137.166.232Ma/vb 

/https://www. a Ifi d a a . o rg/vb 

/https://www. a Ifi d a a . b i z/vb 

/http ://1 1 2 . 1 37 . 1 66 .232/~fa/vb :jjJ , 

/http ://www. a Ifi d a a . i nfo/vb 

/http ://www. a I -fi d a a . co ni/vb 



jijiili gUjLjuj 



.Click this bar to view the small image j 



iiajjl itijj 




(( ! ! . . Ljo^Le- [ /lijjLftJ I IgiJiJl . .ugj-fljLajoJI i_iL_Jidl Lgjl )) 

jtviijLJ'lg ojjo>5JI iy_i i^S Ot!-Lsj^joJ I LUlgJl g-J)(jJ (ijjjoiljujjo Sjijlijo) 

jo^gjLt qJUl £>3 ,, jo*fl>j9~9 g jo^jLo^jjIg 



jJJ 



La^ 



//^j>joJ| jij^syi fisjjji qjjjjo cjIa^i tiiiii Ljic ui> JJ jy 5>ii //oyi 

// qjijJLaJI 
ii * 



l3I>sJI qjgi 1 1 jjg_ji_dl gl i_jl>Ljy I £9-Jjojo 1 1 18 ojo J^ E/Af 

!!|| q+jtAL^UI 

iiAiUilJ o-ioj i-A»i ( 11/9 ^j-ujUjOj SjiLaiSl q_ujlji ) /xJasJI ^^sjoJI 



* — ■>- -o 



j_9iijLjuj LiLujJI ajij g iIJj-JIjLjLjuj ^ijJI ytjlj // oj-Lo(JjoJ I jol ^i-jijuLt UjoT 



L^jLc J>sj ^ Ujo j-^lg jo^ qjo'lJI jj_j> ijS jJIeJI £>sJI tjjj-ILo flji-t 



III 



( &\ Ui^S ) \jAja 43+2A\ u&jti £j«iAb-aJI jluajj 4S+2t IsjIjj £-^j ^J& 0^ J&" L)! J 



^ ffl.ij .. ^ ^1 j ffl.mni Uj j 



6^^* J*^ J^ J** 



M J 





;s 


1 Help 


Downloads 

Add-ons 

Set Up Sijnc... 


Ctrl+J 
Ctrl+Shift+A 


X 








Web Developer 
Page info 


► 






Start Private Browsing 
Clear Recent History... 


Ctrl+Shift+P 
Ctrl+Shift+Del 












■SB&Tg^^^^^^M 





Options 



J 



... 



ca 



General Tabs Comet* Appicalions Privacy Security Spnc 



General Network Upetale Encryption 



Protocols 

Use SSL JO 



CerUffij 

WhenXTervsi requests mj pets'SS cenlic^e 

O Seject one automatically © Ask me *ve*y i*r* 



ivptior 

>t5w»< 



UwTLSl-0 




vanced 



View! 



Certificate^ Revocation Lists [ Vahdanjon Security Devices 



OK J C*icd 



Help 



^1 
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Certificate Manager 




BRf*) 






Others 






Your Certificates People Serjers Authoiltses 








You have certificates on lile tat identify these 


servers: 










Certificate Name S 
- TheUSERTRUSTNe$ "} 

addons rnojilla org 

global trustee 

kuw.de 

login.live.com 

login skjipe,com 

login, jidhoo com 

login.yahoo.com 

login.yahoo.com 

mail nnnnfe rnm 


eiver 


Uettne 


Expire* On R 






1 & 






Permanent 
Permanent 
Permanent 
Permanent 
Permanent 
Permanent 
Remanent 
Permanent 

PwfTLWtrt 


13/05/1435 
13/05/1435 
13/05/1432 
13/05/1435 
13/05/1435 >^ 
13/05/1435 Ud/ 
13/05/1435 
13/05/1435 
13/05/14.35 ,* 














llDPfflL 


Add E jsception... 
































OK 





























Add Security Exception 



You are about lo override how Aurora identities this site. 

Legitimate banks, stores, and other public sites will not ask you Id do this. 



Server 



Location 
Certificate Status 



nss 



I 



. 



Cancel 



Add Security Exception 



r 

Server 



You are about to override how Aurora identities this site. 

Legitimate hanks, stares, and other public sites will not ask you Id do this. 



Location: https://180 235.150135/"sriamkh/vif 
Certificate Status 



s 



e'rt "'tificate 



■- d 






I.O' <-J 



Cancel 



Add Security Exception 



You are about lo override how Aurora identifies this site. 

Legitimate hanks, stores, and other public sites will not ask you lo do this. 



Server 
Location 



https: m 80. 235.1 50 1 35/~sr«iiikh/vb 



Lm 



Certificate 



Certificate Status 

This site attempts to identify itself with hvaSd rtotrnaflion 

Wrong Site 

Certificate belongs to a different sire, which coutd indicate an identity theft. 
Unknown Identity 

Certificate is not trusted, because it hasrVt been verified by e recognized authority. 



View... 



G3 Estmanenrry sl«e Ihts exception 







Confirm Secr./l^vriCflption 



ae 



Cancel 
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Certificate Manager 



Your Certificates, People, Servers Autheiities : Others 



- □ X 



Yqu have certificates on file that identify these seivers: 



Certificate Name 
-i [Unknown] 
[Not Stored] 



'a Thi-IISERTRLJST Netwo 



addons, moz Mag 

global trustee 

kuiK.de 

login, live, com 

login.skype.com 

login.iiahoo.com 

Innin uflhnn mm 



Setvei Uetime 

|lSi:235l50l35cJpe«nanftril 



v LI 1 1 



a 



■« j, 



Peimaneni 
Permanent 
Peimanem 
Pamanert 

Petmanerit 
Petmanerit 

Fpjn-^Trpri 



13/05/1435 
13/05/1432 
13/05/1435 
13/05/1435 
13/05/1435 
13/fBi/M^ 






Edr 



Import 



] 



Le'e'e 



Add Exception.. 



OK 



IsjIjjII 4jL £« J*Aj j 



Certificate Manager 



y[n|[* 



Your Certificates People Servers Authoiities; Others 



You have certificates on file that identify these seivers: 






Certificate Name 


Setvei 


Lfetime 


Empires On 


- [Unknown] 
[Not Stored] 




Penman** 




180.235 150 135:443 




(Not Stored) 


112137168 23? 443 


P«nftn*rtt 




(Not Stored] 


wwwallidaa.b4Z:443 


Petnatitti 




(Not Stored] 


www -h.-mil-.rl nf-i 4-3 • 


Permanent 




(Not Stored] 
B The USERTRUST Netwo. 


www aflidM o<g;443 


Peirianen* 




4 


addons, mozilta.oig 


■ T 


Permanent 


13/C5/H35 


global trustee 


: 1 


Permanent 


13/05/1435 


kubtrta 


PpfTwrvwt 


imir/ui? 












Ejfpud 



L^--'- 



Add Exception... 



2ii h*\jj\ ^a u 



OK 



Certificate Manager 



Your Certificates Peop le | Serwag | Ailhoiiiwft Ottwffj 



You have certificates on file that identify these servers: 








Certificate Name 


Setvei 


Lietime 


Ej^piesOn 


GJ 


- [Unknown] 








A 


(Not Stored] 


130.235150135:443 


Permanent 






[Not Stored] 


112137166232443 


Permanent 




(Not Stored] 


www.alfidfla.biz: 44 3 


Permanent 






(Not Stored) 


www.sham*.hl nfo.443 


Permanent 






(Not Stored] 


www alfdaa oigr443 


Permanent 






i-i The USERTRUST Netwo 










addons, mozla. org 


■ 


Permanent 


13/G5/1435 




global trustee 


■ 


Permanent 


13/05/1435 




kuixrt* 


H 


P«manftrtt 


I.WVHI? 


V 






Edi' ' 



lljjpotL.. Add Exception.. 




J. ± ^ S 






i O 



General Tabs Content Appfccanons Privacy Security Sync Advanced 



General Network Update Encryption 



Protocols 

Use SSL 20 

Certificates 



UwTLSlO 



When a servei requests my personal eeihfcate: 

O Select one automatecal^ Ask me eveiy time 



| View Certificate: Revocatwi Lists | Yafcdation | Security Devices 




C a' ic e 



Help 



CjUJjjJI £f. &*il\ I 4-u^UJI 4l*.jA 
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CJUJD j fc-tiHyii CjUJjjJI ££ diaa]j 



2 cju^j j uuiuii cjUjjj^i <> cj^i 



CjUjjjJ AjiH : 4-u.jluJI 4iAj-4ij 



jjajj , j $jfc jkkS jfe gjj j4 



■ o^ 



Lai 



.tILflli ^V) tij*JJ .Ujt£> (> Sjiuui 4l*l£ 4-4jkA]j ^ilL £JjjuJt 
((£%?> ^Hia) A^l^Ii) ^Ajli J <ifu*Sl J^U IfJ J-aluJ ^) .&]) ;^kr ^ajJjlaJ) ftJA tijlau 

.* ilia - ^jjIIoj UjL«i UIS US SjiAa CjU>l« l^ 

a lilJ& £)•* 4-4jIxa1j aIujj 4JV 1 *"' i at -*■ <^V) >iu r Jjjj]) buia .AjjI^-I]) A^ajII ^ j" 1 ^ all ^4^ l>*J JJ**^ a ^ /*^ Jj'^^^J j^-^M <il2 ajj ■ -j 4_4jJxa]| 

feJaluu <j] AjJUJ) 4aiuaj j$i d-iL ^ CJUdaJ) Jjj* | S P Jl j^j-^*: Ut 
aaa jjjll 4£xui CJbjjjj JLusjV) CjVjI^a 4j2tj-a 4JILaL 4j£j 4-ajljLAJi ^jla-4 AAjjla 



ipnetinfo 



■& 



http://www.nirsoft.net/utils/ipnetinfo.zip 



gjal 4^aj d^fcj 4JjJ ^| ^ l^jljflj^ .IaIjjj £) ££aj jnni-)il | ^UJjjj £jUj.Jjj £V ^L** ^W^J* ^^! ?*-} fO^ QJIrfuA V Al£*l\ ^j 

LulJ - 



Here are your bridge relays: 

bridge 82.241.248.241:9001 
bridge 50.51.21.198:443 
bridge 95.74.198.151:443 



<D 



Bridge relays (or ''bridges 1 ' for short) are Tor relays that aren't listed in flu 
connections to all the known Tor relays, they probably won't be able to bit 



Here are your bridge relays: 



i£ 



bridge 82.241.2' 
bridge 50.51.21 
bridge 95.74.19: 



Copy 
Select All 



Search Googlefor "bridge82.241.2.. 
View Selection Source 



Bridge relays (or tP 1 
connections to all tl 

Switch Page Direction 

TO USe the above H: $ Download with IDM 

$ Download FLV video with IDM 

Configuring more tl £ Download all links with IDM 

^ NoScript 
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Choose IP Addresses 



l-^-J" 



Type a single IP address or multiple IP addresses separated by commas, spaces, or CRLF. You can also 
paste the message headers from your email software, and the IP addresses will automatically be extracted 
from them. 



bridge 82.241.248.241:9001 
bridge 50.51.21.198:443 
bridge 95.74.198.151:443 



l^Jjj J^ tit £**&& £-a (3 




[7] Automatically use the right server according to IP address 
[?1 Resolve IP addresses 
Z\ Convert host names to IP addresses. 
□ Load only the last IP address. 
Pause for 



30 



Seconds After retrieving 



IP addresses 




OK 



Cancel 



Clear 



Paste 



A 



@> IPNetlnfo 



File Edit View Help 



IP i |i@^ 



v5) 



Order / 



Ol 
• 2 



IP Address Status 

82.241.248.241 Succeed 
'50.51.21.198 Succeed 



95.74.198.151 Succeed 



Country 

France 

USA -New York 



i_5 » »* ■J 



-^"■■■Mt cjUjjjJI AiLdj : AjuLuJI 4^*11 



Sj^Lw torrc uii« ^ cjUjjjjji a!l^\ ^l 



Uliill <^)j ^ l^fll^J ^ V j 



^uk ^i j 



CjUJjjJI t> 4b Uj^I <j cA>^ J 



:** 



bridge 125.32.87.65:9001 

bridge 25.36.47.124:443 

bridge 98.25.36.187:9000 



SHL» CjIaJjjJI D JA 



torrc <JU ^ ifLcJ j i^uL ^jSi 



3 <u alii ^IaJjjJI <_a1^j Aj^j 

it, comments will not be preserved # 

)r similar, and Tor will ignore it # 

AvoidDi skWrites 1 



Bridge 43.32.149.165:900: 
|B ridge 144.65.54.32:8080 
B ri -*— ">-** ^° rA . 148 : 9001 



>lPort 9051 



Geo 
?1586BB0c38a6 




** . \Data\Tor 
ii\Tor\geoip 
L1399F1649D 

ju»ji (S jj ( > > ji^ ) 4 t i>iji^jj • n ce st dout 



S^UaJt 



•* * *♦ 



Ij 
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